US Department of Health and Human Services
Protections for private patient data and mandatory public reporting of breaches of data confidentiality were established by the 1999 Health Insurance Portability and Accountability Act (HIPAA) and 2009 Health Information Technology for Economic and Clinical Health Act. Between 2010 and 2013, data breaches involving at least 29.1 million patient records were reported. The ongoing transition to electronic health records may increase such breaches.
1,2 We used public data to examine the nature and extent of breaches from 2010 through 2017.
Methods | We downloaded all breaches posted to the US Health and Human Services Office for Civil Rights breach database portal between January 1, 2010, and December 31, 2017, and analyzed secular trends in number of breaches and number of records affected in terms of 3 categories reported in the federal database: business associate, health plan, and health care provider (terms used in the federal database); we also examined breached media and type of breach, which are defined in the figure legends. 3 An additional category, health care clearing house, had only 4 breaches and was omitted for clarity. When a breach was reported as involving multiple media or types, we attributed the full breach to each category. As such, if a single breach of 500 records involved email, laptop, and network server, then each of these 3 categories was assigned a breach of 500 records. This allowed correct reporting of breaches within each medium and breach type category but precluded summation over categories (covered entities are not multiply assigned).
Results | We included 2149 breaches comprising a total of 176.4 million records. Individual breaches ranged in size from 500 to 78.8 million records. The distribution of records breached was positively skewed with a median breach affecting 2300 records (interquartile range, 995-7800) and a mean of 84 456. With the exception of 2015, the number of breach reports increased each year, from 199 in 2010 to 344 in 2017.
The most common entity breached was a health care provider, with 1503 breaches (70%) compromising a total of 37.1 million records (21%). The 278 breaches (13%) of health plans accounted for the largest share of breached records, 110.4 million (63%). Figure 1 illustrates an increasing number of breaches associated with health care providers over time.
The most common information media breached between 2010 and 2017 was paper or film, with 510 breaches (24%) comprising a total of 3.4 million records (2%; Figure 2A ). However, the 410 breaches (19%) of information from network servers accounted for the largest share of breached records, 139.9 million (79%). The most commonly breached media locations shifted from laptop and paper or films in 2010 to network server and email in 2017. These shifts were paralleled by increases in hacking or information technology (IT) incidents and unauthorized access ( Figure 2B ), which both surpassed theft by 2016. There were 253 of 2106 breaches reported as involving multiple media (12.0%) and 83 of 2103 (3.9%) reported as involving multiple types.
Discussion | Despite the ethical and legal obligation to protect patient privacy and efforts to establish best practices for health care information security, breach rates have increased and health care providers accounted for a large share of those breaches.
2,4,5 Health plans, however, accounted for a larger share of total records breached. The greatest numbers of records breached were accessed via network-connected information. As the type of data breached shifted toward electronic records and away from paper records, the nature of the breach likewise shifted toward electronic means, such as hacking. The study has 2 key limitations. First, these results describe secular trends but do not allow for inferences about the causes of those trends. Second, some breaches were reported in multiple media and breach type categories, so the relative importance of each category to the breach cannot be determined.
Although networked digital health records have the potential to improve clinical care and facilitate learning health systems, they also have the potential for harm to vast numbers of patients at once if data security is not improved. One of the key premises of the study, the difference in rates of clinical cure, was overestimated. Not only did the clinical cure rate for fosfomycin differ significantly from the rates in reviews, 2,3 which ranged from 77.8% to 94.7%, but it appears to have been derived from unpublished data. Differences in clinical cure rates would affect the sample size calculation and render the study underpowered. Another internal validity issue is the population selected. Although the study theoretically assessed uncomplicated UTIs, the patient population had a risk of more than 86% for resistant bacteria and included women with symptoms of complicated UTI (fever, lumbar and flank pain, and nausea). Approximately 10% of the study population was hospitalized, which also suggests this group did not have uncomplicated UTIs.
The primary end point, clinical response in the 28 days after completion of therapy, may not reflect the clinical reality of recurrences and reinfections; 28 days might include cases of both recurrences and reinfections. The secondary outcome of resolution at 14 days might be a better marker for treatment success.
The idea that fosfomycin resistance is overestimated in practice has not been confirmed in reviews that look at resistance, especially in European countries where it is frequently used. 3, 4 Although this trial sheds light on what might be the best option in the treatment of uncomplicated UTI, it does not make a strong case against fosfomycin, which remains a useful treatment for uncomplicated UTI, more so in the setting of quinolone resistance, which is occurring worldwide.
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Because it is a single-dose antimicrobial, adherence is less of an issue than with other options.
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